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(Subsidiary)
2; Honour (1) Instrumental Methods- Biological | Instrumental Techniques- Biological
i Honour (II) Fundamentals of Forensic Science | Fundamentals of Forensic Science
(Subsidiary)
3 Honour (1) Forensic Medicine and Forensic Medicine and Anthropology
- Anthropology
Honour (1) Forensic Biology and Serology Forensic Biology and Serology
(Subsidiary)
4. Honour (I) Forensic Physics and Ballistics Forensic Physics and Ballistics
vt Honour (IT) Cyber Forensic Computer Forensic
(Subsidiary)

Members of Board of Studies (BOS)

Name

]

UJ

.FA

- Dr Qvg?bp}m Vnmq/%/

. Dy Dewsishish Bose

. Dy Yinwy MIshrg

. DY Spwin Shrsvastey

Signature

Name

\W,SM‘I\‘ T‘J—glﬁa-—

Signature

Lo ke

23> 149} i



Institute for Excellence in Higher Education (IEHE), Bhopal

Board of Studies Forensic Science

Abstract of Syllabus
Date & Time of Meeting Session: 2019-20
B.Sc. Forensic Science (Honours) Semester: I, IL, ITL, IV, V, VI
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S.No. Semester Paper Paper Title (Theory) Paper Title (Practical)
1. Honour (I) Instrumental Methods- Chemical | Instrumental Techniques- Chemical
™ Honour (IT) Criminalistics Crime Scene Management
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2 Honour (I) Instrumentai Methods- Biological | Instrumental Techniques- Biological
™ Honour (1) Fundamentals of Forensic Science | Fundamentals of Forensic Science
(Subsidiary)
3 Honour (I) Forensic Chemistry and Forensic Chemistry and Toxicology
e Toxicology
Honour (II) Criminal Justice System and Police Science
(Subsidiary) Police Science
4, Honour (I) Forensic Physics and Ballistics Forensic Physics and Ballistics
Iv" | Honour (II) Cyber Forensic Computer Forensic
(Subsidiary)
5. Honour () Forensic Biology and Serology Forensic Biology and Serology
i Honour (II) Fingerprints, Questioned Fingerprints, Questioned Documents
(Subsidiary) Documents and other impréssions | and other impressions
6. Honour (I) Forensic Medicine and Forensic Medicine and Anthropology
vt Anthropology
Honour (II) Tools and Techniques in Forensic | Project
(Subsidiary) Science
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 Institute for Excellence in Higher Education (IEE), Bfiopal

Board of Studies Forensic Science
Abstract of Syllabus

Session:
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) Honour (II) Forensic Chemistry, Forensic Forensic Chemistry, Forensic
(Subsidiary) toxicology and Technological Toxicology
Methods
3. Honour (I) Forensic Medicine and Forensic Medicine and Anthropology
m Anthropology
Honour (1) Forensic Biology and Serology Forensic Biology and Serology
(Subsidiary)
4. Honour (I) Forensic Physics and Ballistics Forensic Physics and Ballistics
v Honour (1) Cyber Forensic Computer Forensic
(Subsidiary)
5. Honour (I) Criminal Law and Criminal Criminal law and Criminal Justice
e Justice System System
Honour (IT) Crime and Society Crime and Society
(Subsidiary)
6. Honour (I) Forensic Pharmacology and Forensic Pharmacology and Drugs of
vi™® Drugs of Abuse Abuse
Honour (IT) Tools and Techniques in Forensic | Project
(Subsidiary) Science
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Institute for Excellence in Higher Education (IEHE), Bhopal

B.Sc. (Honour) Part-1 Semester- 1
Subject: Forensic Science
Title: Instrumental Methods- Chemical Paper: Honour-I

Max. Marks: 100

SYLLABUS
Sample Preparation Techniques

Evaporation, Filtration, Crystallization, Decantation, Precipitation, Membrane Separation etc.
General Idea and Principle of Centrifuge and its types, Distillation, Various Types of Distillation,
Distribution Law and Solvent Extraction, Acid Dissolution & Digestion, Dry Ashing etc.

Basic Concept of Spectroscopy

General Idea on Spectroscopy, Electromagnetic Spectrum, Various Source of Radiation Their Utility
and Limitation. Interaction of Radiation with Matter i.e., Reflection, Absorption, Fluorescence,
Phosphorescence, Diffraction, Refraction etc.

Basic Principle, Instrumentation and Forensic Application of Ultraviolet-Visible and Infrared
Spectroscopy, Atomic Absorption, Atomic Emission, X-Ray Spectrometry, NMR, NAA.

Chromatographic Techniques

General Idea of Chromatography, theory and classification of chromatography, planar and
column chromatography, adsorption and partition chromatography, ion exchange
chromatography, exclusion chromatography, affinity chromatography

Planer Chromatography

Introduction, basic principle, procedure and forensic application of Paper chromatography, thin
layer chromatography, high performance thin layer chromatography

Column Chromatography

Introduction,basic principle, procedure and forensic application of High performance liquid
chromatography and gas chromatography
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Institute for Excellence in Higher Education (IEHE), Bhopal

B.Sc. (Honour) Part-1 Semester- 1
Subject: Forensic Science
Title: Instrumental Methods- Chemical (Practical) Paper: Honour-1

Max. Marks: 100

SYLLABUS

1. Isolationofnon-volatilepoisonbysolventextraction.

2. Extractionofethanolbysimpledistillation.

o

Measurement of absorption maxima of some organic solvents by UV visible
spectrophotometer.

To know the concentration of given liquid by colorimeter.
Separationofsomemetalionsbypaperchromatography.
Separationofsomebasicdrugsbythinlayerchromatography.

Separationofsomepesticidebythinlayerchromatography.

00 1 Oy Lh o

To know practical working and handling of low voltage and high voltage electrophoresis.
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 Institute for Excellence in Higher Education (IEHE), Bfiopal

B.Sc. (Honour) Part-1 Semester- 1

Subject: Forensic Science Paper: Honour-Il/ Subsidiary
Title: Criminalistics
Max. Marks: 100

SYLLABUS
Crime scene management- I

Meaning of crime scene management, crime scene management- information management,
technology management, logistic management, man power management, crime scene search
methods.

Crime scene management- 11

Classification of scene of crime, security of scene of crime, first responding officer at the scene
of crime, duties of first responding officer, coordination between police personals and forensic
scientists at crime scene, safety measures at crime scene, legal considerations at crime scenes.

Processing the crime scene

Processing the crime scene- Plan of Action, Note Taking, Crime Scene Search, Crime Scene
Photography, Types of Cameras, Admissibility of Photographs, Videotape, Sketching the Crime
Scene Information Included in Crime Scene Sketches, Equipment, Types of Sketches, Locating
Objects in the Sketch, Computer Programs, Admissibility of Sketches, Collection of Evidence

Organizational set up of Forensic Science Laboratories —

Introduction of forensic science laboratories, set up of Central Forensic Science Laboratories,
state of forensic science laboratories, Mobile unit, examiners of questioned document,
Fingerprint Bureaus, police academies, other services.

Elementary Police Science

Police science: definition and scope, investigator and his qualities, interview of witness,
interrogation of suspect, Investigation: FIR, Case diary, Cognizable and non-cognizable offences
and their investigation.

\ '
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Institute for Excellence in Higher Education (IEHE), Bhopal

B.Sc. (Honour) Part-1 Semester- 1

Subject: Forensic Science Paper: Honour-I1/ Subs

Title: Crime Scene Management (Practical)
Max. Marks: 100

SYLLABUS

1. Fundamentals of sketching of scene of crime
Location of physical evidence at scene of crime

Role of investigating officer at scene of crime

= W o

Indore scene of crime

(A) Sketching of a theft case

(B)Sketching of a dacoity case

(C) Sketching of homicidal case

5. Outdoor scene of crime

(A) Sketching of an accidental case (hit & run)
(B)Sketching of a loot case

(C) Sketching of homicide case

(o))

. Report writing of case by investigating officer i.e. Case Dairy, Panchnama
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Institute for Excellence in Higher Education (IEHE), Bfopal

B.Sc. (Honour) Part-1 Semester- II |
Subject: Forensic Science
Title: Instrumental Methods- Biological Paper: Honour-1

Max. Marks: 100

SYLLABUS

Forensic Microscopy

Introduction, definition & history of microscopy, types of microscopes, working principles and
components of various types of microscopes i.e. simple, compound, comparison, stereo
microscope etc. Forensic application microscopy. '

Centrifuge

Basic principles of separation, introduction to centrifuge, and types of centrifuge i.e. density
gradient centrifugation, prerogative centrifugation, refrigerated &ultra-centrifuge. Forensic
application of centrifugation.

Enzyme techniques

Introduction & definition of enzyme, classification of enzyme, nomenclature of enzyme, models
of enzyme mechanism, enzyme kinetics, purification and protein estimation, enzyme assay
techniques, UV-visible spectrophotometric methods, luminescence method, radioisotope
methods, immuno-chemical method.

Electrophoretic techniques

Introduction, basic principles, classification of electrophoresis, factors affecting electrophoresis.Brief
idea of low voltage electrophoresis, high voltage electrophoresis, gel electrophoresis, capillary

electrophoresis, isoelectric focusing ete. Forensic application of electrophoresis.

Immunochemical methods
Introduction, Basic principles, production of antibodies, precipitation reaction, gel
immunodiffusion, immune-electrophoresis.
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Institute for Excellence in Higher Education (IEHE), Bhopal

B.Sc. (Honour) Part-1

Semester- 11

Subject: Forensic Science Paper: Honour-I
Title: Instrumental techniques- Biological (Practical)
Max. Marks: 100

SYLLABUS

1. To understand working and handling of simple microscope.

To understand the handling of centrifuge
Separation of components of blood by centrifugation.

To perform experiment on low voltage electrophoresis

N AW

To perform experiment on high voltage electrophoresis

To understand working and handling of compound microscope.




Tnstitute for Excellence in Higher Education (IEFE), Bhopal.

B.Sc. (H.(.mour) Part-1 Semester- 1II

Subject: Forensic Science Paper: Honour-1I/ Sub
Title: Fundamentals of Forensic Science

Max. Marks: 100

SYLLABUS
Introduction to Forensic Science

Definition & historical development of forensic science in India as well as abroad, role of basic
science in forensic science, need of forensic science, function of forensic science, basic principle
of forensic science, ethics in forensic science, Forensic Scientist and the functions of a Forensic
Scientist.

Branch and scope in Forensic Science

Branches of forensic science, Application of forensic science in different sectors i.e.
Governmental, Private and NGO’s, Forensic science in international perspectives Code of
conduct for forensic scientists

Physical Evidence

Introduction and definition of physical evidence, classification of physical evidence- on the basis
of class, nature and size, different search methods for physical evidences, collection,
preservation, packaging, labelling, sealing and forwarding of physical evidences, chain of
custody.

Evidences of Biological Origin

Different search methods for biological evidences, preservation, packaging, labelling,
transportation and forwarding biological evidences, biological samples such as blood, semen,
urine, saliva etc. precautions at the scene of crime while collecting evidences.

Evidences of Chemical Origin

Different search methods for chemical evidences, preservation, packaging, labelling,
transportation and forwarding chemical evidences, biological samples such as blood, semen,
urine, saliva etc. precautions at the scene of crime while collecting evidences

£ A
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Institute for Excellence in Higher Education (IEHE), Bhopal

B.Sc. (Honour) Part-1 Semester- II

Subject: Forensic Science Paper: Honour-II/ Subs
Title: Fundamentals of Forensic Science (Practical)

Max. Marks: 100

SYLLABUS

1. Collection, preservation, packing & Labelling of physical evidence according to its nature i.e.
biological: Evidences of biological origin like blood, saliva, hair etc.

2. Collection, preservation, packing & Labelling of physical evidence according to its nature i.e.
chemical: pharmaceutical products, food, cement, primary explosives, petroleum products etc.

3. Collection, preservation, packing & Labelling of physical evidence according to its nature i.c.
toxicological: plant poison, pesticides etc.

4. Collection, preservation, packing & Labelling of glass, soil, fiber, paint etc.

Visiting of Forensic Science Laboratory, Institutions and preparation of report for the visit.
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Honou ) Part-IL r- 1

. Institute for Excellence in Higher Education (IEHE), Bhopal |

o1: Forensic Science aper: Honour-l
Ii1le. Forensic Medicine and Anthropology
Max. Marks: 100

SYLLABUS
Basics of Forensic Medicine
Introduction, definition and scope of forensic medi

cine, medico legal experts and their role in
criminal investigation, Sub

poena & oath of medical expert, types of medical evidence, kinds of
witness and rules for giving evidence.

Personal Identification

Introduction, definition and importance of personal ide

ntification, parameters contributing to
personal identification, Race, Se

x, Age, Complexion, Features &Photographs,Fingerprints,
Footprints, tattoo marks, lip prints, ear prints, scars, occupational Marks, handwriting,

personal
belongings, Voice &Speech, DNA, superimpos

ition techniques for skull, disputed paternity

Injury

Introduction and definition of injury, classification of injuries and their characteristics, difference

between anti mortem and post mortem injuries, medico legal importance of injuries

Death and Post Mortem Examination

Introduction, definition of Thanatology, modes of death (coma, syncope, asp
characteristics, sign of death, time since death, pos
animation and medico legalimportance of death

hyxia) and their
t mortem changes, cause of death, suspended

Post mortem examination, definition, classification, concepts and objectives, Precaution to be

taken during Post Mortem Examination, exhumation and medicolegal importance of p

ost mortem
examination

Forensic Anthropology

[ntroduction and definition of forensic anthropology, historical background, nature and scope of

forensic anthropology, somatometry, osteometery and craniometery their forensic importance

recovery and identification of skeletal remains in accident cases and mass disasters, portrait

parle, forensic odontology and bite marks examination, facial reconstruction, skull
superimposition
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\ul; I orensic Science
Title !wn ensic Medicine and Anthropology (Practical) P.

aper: Honour-I
Max. Marks: 100

SYLLABUS

1. Recording of bite marks and their comparison.

2. Recording of lip prints and their comparison.

3. Recording of ear prints and their comparison.

4. Individualization of a person by ABO and Rh blood grouping method.
5. Identification of bones of the human skeleton.

6. Measurements of long bones for the determination of sex differences.
7. Photographic superimposition of the skull.

8

. Identification of nature of wound.

|
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‘ ubject: Forensie Science Paper: Honour-11/ Subs
Title: Forensic Biology and Serology
Max. Marks: 100

SYLLABUS
Fundamentals of Biology

Cell: Definition, theories, cell organelles and their functions, difference between eukaryotic and
prokaryotic cell, difference between plant and animal cell, difference between somatic and
germinal cell.

General idea about anatomy and physiology of digestive, respiratory, circulatory, skeleton,
nervous, excretory and reproductive system etc.

General idea about amino acids, proteins, carbohydrates

Forensic Biology

Hair: Structure, development, anatomy, pigmentation, identification characters, Forensic

examination of Hair

Fibers: Definition, classification, characters, difference between plant and animal fiber and
forensic aspects of fiber examination — density, microscopy, hot stage microscopy, fluorescent
refractive index, birefringence, dye analysis and spectroscopic techniques

Forensic Botany: Examination of plant exhibits by morphological features, identitication and
examination of pollen grains, diatoms and their forensic significance.

Forensic Entomology: Definition, forensically important species of insect, significance of

entomology in forensic science.

Biological fluidsand their examination

Blood: Composition, histology, different blood grouping methods, examination of blood and its
stains.

Semen: Composition, structure of spermatozoa, methods of detection and identification of
seminal stains

Composition of saliva, urine and other biological fluids and their examination

Determination of origin of species, antigens and antibodies, antigen-antibody reaction,
biochemical markers of individua]lity, basic concept of DNA profiling
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Stubject: : Forensic Science Paper: Honour-11/ Subs
Titie: Forensic Biology and Serology (Practical)
Max. Marks: 100

| -,.*‘-7.-7" ‘linm ur) Part-11 o Scmieste -ltl '

SYLLABUS
1. Primary examination of blood samples.
Primary examination of semen samples.
L7 Primary examination of saliva samples.
Primary examination of urine samples.
Identification of species from different hair samples.

4
5
6. Examination of different fiber by physical methods.
7 Microscopic examination of pollen grains.

8

Collection and identification of forensically important insects.

| >
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‘;'.hjeul' Forensic Science -+ Honour-1
Vitle: Forensic Physics and Ballistic
\/la‘( M wks: 100

SYLLABUS

Forensic Physics

Density, Refractive Index, Birefringence and Other Optical Properties of Crystalline Material.
Examination of Fiber, Soil, Dust, Paints, Glass and Glass Fracture, Tool Marks and Explosives.

Restoration of Erased / Obliterated Marks, Examination of Wire/ Cables, Counterfeit Coins,
Physical Matching of Severed / Broken Objects

Speaker Identification and Tape Authentication:

Voice Production Theory-Vocal Anatomy, Speech Signal Processing & Pattern Recognition-
Basic Factors of Sound in Speech, Acoustic Characteristics of Speech Signal, Fourier Analysis,
Frequency & Time Domain Representation of Speech Signal, Analogue to Digital Signal and

Conversion, Fast Fourier Transform, Quantization, Digitization and Speech Enhancement,
Analysis of Audio-Video Signal for Authenticity

General Idea about Firearms

History and Background of Firearms, Their Classification and Characteristics, Various
Components of Firearms, Different Systems and Their Functions, Rifling - Purpose of Rifling
Types of Rifling, Trigger and Firing Mechanism. Cartridge-Firing Mechanism, Projectile
Velocity Determination Identification of Origin, Improvised/Country-Made/Imitative Firearms
and their Constructional Features

Ammunition

Types of Ammunition, Classification and Constructional Features of Different Types of
Cartridges, Types of Primers and Priming Composition, Propellants and their Compositions,
Various Types of Bullets and Compositional Aspects, Smooth Bore Firearm Projectile,
Identification of Origin, Improvised Ammunition and Safety Aspects for Handling Firearms.

Internal & External Ballistics

Definition, Ignition of Propellants, Shape and Size of Propellants, Manner of Burning, Various
Factors Affecting the Internal Ballistics, Principal Problems of Exterior Ballistics, Vacuum
Trajectory, Effect of Air Resistance on Trajectory, Base Drag, Yaw, Shape of Projectile and
Stability, Ballistics Coefficient and Limiting Velocity, Measurements of Trajectory Parameters.

——

BA

%ﬁ\

v foe >

|
Approved for the session 2019-20 L—vv—: |— V}/



References:

l. Bengold & Moryson N. (1999). Speech and Audio Signal Processing. USA, John Wiley &
Sons.

2. Hatcher., Jury & Weller. (1977). Firearms Investigation, ldentification and Evidence.

Harrisburg, Stackpole Books.

Heard B.J. (1997). Hand book of Fircarms and Ballistics. London, John Willey.

4. Johari M. (1980) Identification of Firearm:
BPR&D.

5. Nickolls, L.C. (1956).Scientific Investigation of Crime. London, Bulterwest.

6. O‘Hara C.E. & Osterburg J.W. (1972). An Introduction to Criminalistics. Blomington,
Indiana University Press.

Ammunition and Firearms Injuries. India.

7. Ordog(G.J. (1983). Management of Gunshot Wounds. USA, Elsevier.

Rose P. (2001). Forensic Speaker [dentification; Forensic Science Series. London, Taylor
and Francis.

9. Saferstein R. (1988). Forensic Science Handbook. NJ: Prentice Hall, Eglewood Cliffs.

10. Sears F.W., Zemansky M.W. and Young H.D., (1988).University Physics. California,
Addition- Wesley pub.

11. SellieretalK. G. (1994).Wound Ballistics and the Scientific Background. London, Elsevier.

12. Sharma B.R. (2003). Forensic Science in Criminal Investigation and Trials. India,
Universal Law House.

13. Warlow T.A. (1996). Firearms-The Law and Forensic Ballistics. London, Taylor and
Francis.

14. Working Procedures Manual: Ballistics. (2000) India, BPR & D Pub.

Approved for the session 2019-20



Ivtstttute jor*hacce[lbnrg in jﬁgf rr Ld‘ucai‘:on (IEHE), @ﬁopa[

(Honour) Part-I1  Semes _g”

Subie . .

l"mensn Science apers ‘Honour-I - i
Title: Forensic Physics and Ballistic (Practical)
_Max. Marl\‘; iUﬂ

SYLLABUS

. Identification and Matching of Dust/ Soil Sample by Physical Method (Including Density
~ Gradient Method)

o

Calculation of Refractive Index of the Glass.

(5]

Restoration of Erased Punched Mark on Metal Piece by Chemical Treatment.
Digital Matching of Suspected Tyre marks

Comparison of Tool Marks

Comparisonof Fired Cartridge/ Bullet

Physical Matching of Cloth Sample.

Identification of Glass Fractures.

o L N R

Identification of Shots and Pallets.
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SYLLABUS

Basics of Computer and internet

Introduction, History and development of computers, hardware, software and other accessories,

operating system. use of computer in criminal activities, world wide web, search engine, email,
chat etc. methods of storing data

Computer/ Cyber Crime

Definition and types of computer crimes. Distinction between computer crimes and conventional
crimes. Reasons for commission of computer crimes. Breaching security and operation of digital
systems.Computer virus, and computer worm — Trojan horse, trap door, super zapping, logic
bombs.Types of computer crimes — computer stalking, pornography, hacking, crimes related to
intellectual property rights, computer terrorism, hate speech, private and national security in
cyber space.An overview of hacking, spamming, phishing and stalking.

Cyber Crime investigation

Computer forensic experts and their role in cyber-crime investigation, challenges and limitations

Seizure of suspected computer. Preparation required prior to seizure.Protocol to be taken at the
scene. Extraction of information from the hard disk.Treatment of exhibits. Creating bitstream of
the original media. Collection and seizure of magnetic media. Legal and privacy issues.
Examining forensically sterile media. Restoration of deleted files. Password cracking and E-mail
tracking. Encryption and decryption methods. Tracking users.

Computers and networking

Introduction to network, LAN, WAN and MAN.Concept of network security and cybercrime
investigation. Basic of security planning: Multi layered security, intrusion triangle, removing

intrusion opportunities, importance of physical security, protecting server, work station and
network devices, protection of removable storage disks.

Concept of Network Security and Cyber-Crime Investigation, Relevant Section of Information
Technology (IT) Act 2000.

|
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Tiiie: Computer Forensic (Practical)
Max. Marks: 100

S Semesici-IV.

SYLLABUS

. Collection and Handling of Digital Evidences.

Software for Protection of Data & Security.

Software’sin Detection of Various Types of Cyber Crime.

To trace routes followed by e-mails and chats.

To identify the IP address of the sender of e-mails.

Use of email, creating email sending and receiving of email with and without attachment.
To identify, seize and preserve digital evidence from crime scenes.

To detect deletions, obliterations and modifications of files using encase software.

=TI B - N o B g

Case study on cyber-crimes.
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